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1, Introduction
A drive capacity and speed are great,
but there is one annoying problem.
It's complicated to manage.
Do you really feel that managing data is troublesome?
Wouldn't it be useful to have a system which the non-centralized
system by autonomous blockchain automatically manages drive
failure prediction, safe data recovery control and calculation cost
settlement?
The goal is to achieve this.
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2, About S.M.A.R.T.
I think that you know a drives(HDD/SSD) has a drive failure
prediction detection function called the "S.M.A.R.T.".
However, because of ambiguity of define, they are difficult to say
that mission of "DATA PROTECT" is fulfilled,
and there are many cases which prediction is failure and DATA
ARE LOST.
What do you think about this?
I understand best way that data proteced by backup.
But it is difficult to ptotecrt data for working even a hardworking
person that backup every day.
Why not?
If you do not read to a drives for a long time(If you only use a
drives for backup,
its will only write), the range that can not be read is expanded!
This will result in the loss of backed up data!
Therefore data of important are lost.
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3, About mirror (RAID-1)
In HDD and SSD, there are some sectors that cannot be read.
These are called "bit corruption" and are still defined.
Note: It does not matter whether the drive is used or not.
In other words, long-term storage data, etc., that are left behind
and rarely accessed are sacrificed.
Such a phenomenon is similar to how food slowly rots, so the
name "bit rot" is thought to have resulted.
Is it normal if you can see the file list after accessing the drive?
Access starts with metadata (tree structure) recorded in BPB and
drive.
When the target hierarchy is reached, the data list (record) of that
part is read and the queue is completed.
In other words, once you get there, access is complete, so there is
no further reading.
This means that even if the first access is successful, the success
is "only a few sectors".
In addition, the frequency of accessing frequently used files will
increase on a daily basis, but storage data will be reversed.
This property makes it necessary to inspect the drive.
In the data recovery function, this part is called "metadata" and
data reconstruction is performed from there.
For RAID, bit corruption is the "threat" itself.
This is because RAID requires "all sector integrity" for live drives
to rebuild.
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If bit corruption occurs from any place in the meantime, this will
cause the rebuild to fail.
Running something without a backup without knowing if it can
be rebuilt will eventually result in data loss.
Note: For bit corruption, please make sure you always back up
instead of being careful. Deterioration is inevitable even if you
are careful.
Due to the nature of accessing over a network, the transfer speed
will inevitably decrease.
This makes them vulnerable to "bit corruption" if the drive
changes are less noticeable and the percentage of data that is not
used much is high.
For bit corruption, please make sure you always back up instead
of being careful.
There is no time to notice the deterioration itself.
Such naturally occurring bad sectors are categorized as "bit
corruption" and added to the consensus analysis element.
There is no problem in recognizing the scary "bad sector" where
important data that has been stored collapses without sound.
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4, About drive badsector inspection
The minimum recording unit of a drive is called a sector, and the
minimum recording unit of a file system is called a cluster.
Here, since the cluster size is generally 4096 bytes, the next
generation to match this Sectors are also coming out.
However, this is not a drastic improvement in performance, but
only for securing capacity.
In the operation of the drive, it is not necessarily accessed in units
of the smallest sector.
Since it is possible to access by overlapping sectors,
there is no effect on the speed even if the conventional method is
to make multiple sectors into one cluster.
A sector that can no longer be read is called a bad sector.
Also, the cluster includes sectors, so it is also called a bad cluster.
And in the drive inspection or data recovery, the handling of this
sector determines the drive's fate.
This is because the cause of the inability to read out is
complicated and branches,
and the "important rule ... complete the queue" provided in the
drive and OS works like a side effect and determines the state.
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The minimum unit of 1 sector is defined as 1 times. For example,
256 sectors is defined as 256 times.
If the operating environment of the drive is good and there is no
problem, you will enjoy the maximum processing speed at 256
times.
However, here it is surrounded by an iron wall that says
“important rules ... complete the queue”.
The rule that this read / write queue must be completed is also
built into the driver and is absolute.
And no drive promises permanent good. Someday it will break.
A bad sector appears at the moment when it is no longer possible
to prevent a failure,
such as "alternative sector" or "waiting for bad sector".
Note: Due to the error correction mechanism to prevent bad
sectors, there is a certain amount of error even if it is new.
It is not enough to interpret bad sectors as simply unreadable
sectors, and these complex factors are intertwined.
If a bad sector occurs, it is necessary to grasp its properties and
consider the next action.
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5, About drive benchmark
A HDD and SSD have different read / write bases.
Therefore, it is naturally necessary to incorporate the optimal
medium into the computer according to the application.
For HDD that are restricted by physical operation,
it is sufficient with addition averaging.
However, we were able to conclude that SSD, whose operation is
largely determined by firmware, are severe in terms of addition
averaging.
For example, While earning numerical benchmark with a small
quantity (size), most of the processing carried over in the parts
that do not affect much (benchmark switching parts, parts that
can be deceived by continuous writing, etc.) is performed.
This alone can greatly change where a time-consuming process is
brought.
If data is a little larger in size arrives continuously (or a scene in
which a large number of files of small size are rushed together),
symptoms such as waiting abnormally appear.
In addition, the file system driver can be adversely affected
(records with unusual shapes can be created), causing logical
damage that requires repair on the check disk.
Note: If a file system error that you are in occurs during SSD
operation, it is necessary to give priority to backup and take
action (e.g. checkdisk) without leaving it unattended.
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The value obtained by dividing the speed addition average by the
size-weighted average,
A SSD with excessively large separation on the writing side (e.g.
frequent occurrences of 20-30%) can be expected to have such a
high risk of breakage.
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6, About drive duplication
Bad sector.
This determines the drive status and manages the failure.
This chapter explain that when duplicating a drive of broken.
First, It is indication of graph that the transfer rate of a Western
Digital HDD that has been used for about 32,000 hours.

The point of interest is the line width (amplitude).
On average, it is not so much.
Even with a simple scan, there are so many differences that the
characteristics of failure can vary greatly.
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Bad sector classification
(SorachanCoin DriveInfo Wallet JSON-RPC):
A1: Unreadable sector
A2: Unwritable sector
A3: Unsuccessful read sector,
sometimes it becomes unreadable sector
A4: Diffusion unreadable sector,
sector that becomes the main cause of non-readable sector
spreading after spreading
A5: Rewritable unwritable sector,
sometimes it becomes unwritable sector
A6: Diffusion-writable sector,
sector that becomes the main cause of non-writable sector
spreading in various directions after spreading
B1: Unreadable / writable sector
(conditions A1 and A2)
B2: Recurrence impossible read / write sector
(conditions A3 and A5)
B3: Diffusion unreadable / sectorable sector
(conditions A4 and A6)
B4: Sudden unsuccessful spread read sector
(conditions A3 or A4)
B5: Sudden diffusion-writable sector
(conditions A5 or A6)
B6: Sudden diffusion read / write impossible sector
(conditions B4 or B5)
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Here are the details of general bad sectors.
description of A1:
Error modify is not effective and data cannot be returned.
Instead, it returns an error status.
Alternative is assigned when this sector is "written" and
temporarily restored.
Since sectors that cannot be read grow without being noticed,
there is a danger in mechanisms such as "Automatic Drive
Backup" and "Mirroring with 2 units over" that make it uncertain
whether they can be read.
Data erosion occurs when this sector spreads.
description of A2:
If an error occurs, writing stops.
At this time, if reading is also unstable, it will be shifted to a state
that is completely broken.
Note: If a drive gets out of order while writing data,
it should be considered dangerous. BACK UP YOUR DATA
IMMEDIATELY!
description of B1:
This happens due to scratches on the platter or abnormal
magnetic materials before the alternative sector bottoms out.
Unlike writing impossible, there is nothing you can read. This is
due to the detection of read errors.
Note: In the case of SSD, it is said that it is safe because it
changes to read-only after broken,
but it is extremely dangerous to operate without backup in
anticipation of this. This is because it often becomes
unrecognizable.
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description of A3:
This applies to sectors that reoccur "unreadable".
"S.M.A.R.T." is behaving normally, but it is often broken, and they
can trigger a risk of loss.
The first unreadable sector is difficult to find because it has a
range of itself or small, and can often be restored by a writing
operation that occurs without your knowledge.
However, at the moment when they recur and spread, the extent
of damage greatly expands.
After all, at the moment when it spreads largely, you realize
that you can't read it for the first time, and it is not easy to return
the data.
Daily backup is important.
description of A4:
Repeated unreadable sectors spread and become a sector that
breaks drive functionality.
If these occur, data salvage is not possible without a physical
remedial action (e.g. clean room).
Although it is considered that abnormal noise due to head crashes
is common in HDD failures, such failures are also frequent.
For SSD, this symptom makes it difficult to extract data.
It may not spread again but spread from the first reading failure.
(Probability is low)
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It is a troublesome point, and it can operate normally until just
before spreading. Certainly,
there are only a few unreadable sectors before spreading, so you
can't notice it.

In this way, bad sectors can be in a considerable state depending
on conditions.
And we know that it will be mirrored completely by duplicating
after grasping this in advance as much as possible.
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One particular point to pay attention to is the deterioration of the
condition. Please see the graph below.
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This graph shows how the drive, which was fine just before,
suddenly deteriorated and became uncontrollable.
The top is normal and the bottom is uncontrollable.
With this deterioration, the data that should be returned will no
longer return.
As a result, this chapter explained that when duplicating a drive,
the problem is that the duplicated drive may be broken.
However, we cannot go ahead with the inspection.
It would be nice if there was something like non-destructive
inspection, but "S.M.A.R.T.", which was supposed to be
responsible for it, is not decent, so it can not be expected.
A system that can autonomously determine and predict such bad
sectors will be important.
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7, About drive data recovery
With the contents up to the previous chapter, you can understand
that the drive status is always unknown.
Actually, "S.M.A.R.T." should play this role, but there is no way.
Since problems such as bit corruption are intricately involved,
there are a wide variety of drive failures.
And the condition of the drive is getting worse, so if you don't take
any doing, you will soon run out of life.
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In addition to minimizing the amount of scanning and properly
processing bad sectors, the technology that retrieves the data you
want first corresponds to "appropriate risk management".
And if you increase the possibility of hitting the target data,
the smaller the amount of data, the easier it will be for data
recovery.
That's why no matter how much you adjust the scan side properly,
if the data is not what you want, that work is wasted.
If you can try again and again, it doesn't matter. However, if such
waste is accumulated while the remaining operation time is
limited, the amount of data that can be recovered will decrease at
a stretch.
Since the purpose is data recovery, we needed a separate method
to find the data we wanted as much as possible.
... What is “appropriate risk management”?
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Example Single-sided platter:
As the drive capacity increases, the density of the platter
increases, which makes it more complicated to break.
In addition, the cause of a crash also increases in a drive that has
a large capacity with many platters.
Furthermore, it is a drive with a capacity such as a so-called
“platter single-sided head”.
Since one or more heads are removed and the drive is adjusted in
capacity (there are many halfway capacities),
we see many cases that are disadvantageous due to obstacles such
as platter distortion.
In this example, if you can control autonomously according to this,
the data recovery rate will increase and it will be fun!!
Of course, stand-alone (manual work) can support.
However, doing this manually is painful.
The capacity is too large, you require operatiorn of recovery the
broken drive for over a week.
Whether you are eating or sleeping, snuggle up to a broken drive!
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And in the mass-produced drive, failure points are biased.
If we analyze this information accurately, we have confirmed that
the best system that can be smoothly advanced without stopping
on the way.
The following released several years ago as a beta version in
Japan.

However, this was even the biggest problem.
Since the number of drives sold is huge, the data for analysis put
pressure on the server.
The process of organizing the data by data mining analysis
and leaving the optimal data was not in time for the amount of
data to be added, and as a result, unprocessed data have been
accumulated one after another.
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The system was good, but to solve this problem, there was no
solution other than adding servers.
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8, About drive blockchain consensus
So, I came up with a way to allow blockchain consensus to
perform work equivalent to data mining and confirmation work.
If this works autonomously, the biggest server problem is solved.
We plan to have PoS be responsible for data mining and PoW for
confirmation work.
The reason for this is to emphasize the dispersibility of the
analysis.
PoW is likely to occupy a lot of mining pools, so the number of
block approval locations is limited.
For this reason, we thought that the analysis result confirmation
work was appropriate.
PoS performs data mining in addition to blockchain processing.
In addition to PoS rewards, we are considering a mechanism for
granting other rewards for data mining cooperation.
As a result, the analyzed data is left in the blockchain and can be
used from any node.
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9, Integration with payment system -- SorachanCoin
We will use the records(transactions) of coin movements on the
blockchain.
It is the same as the general cryptocurrency method.
For example, the goal is a system that automatically completes
the settlement after diagnosing the work related to the drive
desired by the user.
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10, About us
The SorachanCoin Developers
25-22 Iwabuchi-machi Kita-ku Tokyo in Japan
Distributed under the MIT/X11 software license,
see the accompanying:
https://www.opensource.org/licenses/mit-license.php
Official site:
https://www.junkhdd.com/
Official Twitter:
https://twitter.com/SoraMeetino/
Github:
https://github.com/FromHDDtoSSD/SorachanCoin-qt
Community Discord:
https://discord.gg/ThMeemM
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